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Motivations

« Widespread adoption of complex computing systems
(e.g. multi-cores) in mission-/safety-critical applications

* Necessity to perform a reliability-aware design of
computing systems

« Fault injection is the common tool used for reliability
analysis

Images downloaded from JoOOQIe
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Motivations

Limitations in common practices for fault injection:
— Performing fault injection only in the late design stages

* Specifications

System-level
modeling

* System-level model

Manual

Manual/guided RTL
design

; Register-trans fer-level description

RTL
synthesis

; Gate-level netlist

Physical
synthesis

i Layout

Semi-automatic

Semi-automatic

Manufacturing

v chip . Working on the final chip
Images downloaded from google
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Motivations

Limitations in common practices for fault injection:
— Performing fault injection only in the late design stages
— Analyzing manly final results

Normale
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Motivations

Limitations in common practices for fault injection:
— Performing fault injection only in the late design stages
— Analyzing manly final results

— When performing monitoring on internal memory elements,
analyzing raw traces
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Goal of the work

A framework and a methodology for system-level fault-

Injection-based reliability analysis in multi-cores specified
In SystemC/TLM

Key points:
« Support for an accurate definition of the fault campaign

« Capability to perform error monitoring at both architecture
and application level

« Customizable error analysis and classification approach
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Reference system

* The hardware is ?} oo
composed of one or a Cg ©
. Image acquisition ).
various processors s SystemC/TLM model
and HW modules (_RGB1OGRAY Nbegl M P || MEM
« The application is P
. . ( edge detection ),
organized into :
tasks/functions ( edge overlapping ) R ransmission
Tasks are mapped W module
. pped on | e
. . Gmage transmlssmrD """
the various units 6
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Background: ReSP

\:: =/ Ao
\_ \/ \_\/ ANAYS

ReSP is a system-level simulation platform for multicores

model generator for
microprocessors

* HW components ResPCore I_ S ] 1 L _I_"_
mOdeled in Esmt' SO pon:: , ﬁm n I_comma"d’ Hmmsuut)er
SystemC/TLM | ) _

: Registration
e Featuresa functional ! | eme —
: andvariabosg

Simulation and
timing control

ReSP IPs ReSP Tools
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Background: ReSP

File Modifica Visualizza Terminale Aiuto

ReSP is a system-level simul I R R R

FEIY SR Lo bl FEl 55 / /N
7SI T RV 7SI 1 S AN e SR 1 SRS

[>]

L=l F R F RPN F IR
® 7Y ) AT N AR i) B i STANY S 0 ST AN T A S W»|
PythOn OfferS 'R_e§P_Cf_ N NENE DU ONONESLAEATN. IO\ RSN NN re
. . ' AV oA CRA (Y (- (G SO - (G A
introspection and ) St stop VA AN v
Y. N A R, IRV

scripting capabilities:

v0.3.2 - Politecnico di Milano, European Space Agency

|
I
! :
' I
: I
| I
— non_lntru5|ve : | This tool is distributed under the GPL License :
. . o fe . ] sys 'L f 'L 'L !
T h ds() t t the list ilab d 1
VISIbIIIty Into the : Ke! ype show_commands o ge e list of available commands :
I
I 3 ;
>>> load_architecture('architectures/test/test.py') |
components | |
) File architectures/test/test.py correctly loaded 1
L] l
- RU n'tlme : """ >>> run_simulation() -;
. . | Pttt tHello wWorld! trrrrerinny \
I
Com pOSItlon a nd | Simulat Program exited with value 0 :
! timing ¢ \ : 1
1 SystemC: simulation stopped by user.
m a nagement Of = = = = "JReal Elapsed Time (seconds): - !
Simulated Elapsed Time (nano-seconds):
e specification

>>> I
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Fault injection and analysis tools in ReSP

SYSTEMC/TLM MODEL

BUS
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Fault injection and analysic tanle in DacD

ReSP - test.py

File Modifica Visualizza Terminale Aiuto

A /N
;o £l P AN
VA AT ATAN PR AV A A VARV AV A AN VA AT ATAN
FAULT SYSTEMC/TL VYV A A Y AN Y A R I AN F A A LY Y
INJECTION P SV A S S b A AV A AN S AV A SV A AN S SV A A
: AR A Y R T AV Ay S Y Y A AT AR U A VA
FACILITIES Y R A N S A 7 A W TV A R T
simulation AR A AR TAVAY) A VAV, AR A
AR A Yo/ i/ AR A
‘ commands > pProc N/ \_\/ \_\/ \_\/
v0.3.2 - Politecnico di Milano, European Space Agency
This tool 1s distributed under the GPL License
| BUY
Type show_commands() to get the list of available commands
saboteurs >§ ype Shon- ?
=== load_architecture('architectures/test/test.py')
..... - HW File architectures/test/test.py correctly loaded
=== run_simulation(500)]
=== leonProc.npc.read()
28
® The ConSOIe Stops the =>> leonProc.npc.write(B4) h
=== run_simulation()
. . . o trrrrirtittHello worldt oo
simulation, injects the
Program exited with value O
faUIt and resumes the SystemC: simulation stopped by user.
. I . Real Elapsed Time (seconds):
0.01
Slmu atlon Simulated Elapsed Time (nano-seconds):
1307.0

Sele I
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Fault injection and analysis tools in ReSP

SYSTEMC/TLM MODEL

v v
uProc HProc
BUS
% §<
HW mem
SC_MODULE(saboteur) { void saboteur::work() {
sc_:'m::'.n:; 1n1;: if ( fault_activate.read()==1 ){
sc_in<int> out; faulty_output = apply_mask(in.read());
L Sa bote u rS Ca n b e sc_in<int> fault_activate; out.write(faulty_output);
} else
. . void work(); out.write(in.read());
automatically inserted
SC_CTOR(saboteur) { }
. .o . SC_METHOD (work) ;
In t h e S pec Iflcatlo n sensitive << in << fault_activate; '4‘ -5‘
proc >& — N mem
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Fault injection and analysis tools in ReSP

FAULT SYSTEMC/TLM MODEL MONITORING
INJECTIO FACILITIES
FACILITIES ¥ v :
simulation o Proc Proc < ...... dpr(;cess_or
commands H H ebugging
g % interface
I BUS
probes on
-

saboteurs >§ % TLM ports
bl HW mem e delta-cycle

monitors

* Processor models expose a configurable debugging interface

e Custom C++/Python functions can analyze the execution

e Application Binary Interface (ABI) can be exploited to
interpret raw data (in particular, on function calls/returns)
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Fault injection and analysis tools in ReSP

FAULT SYSTEMC/TLM MODEL MONITORING
INJECTIO FACILITIES
FACILITIES ¥ v ;
simulation o Proc Proc < ...... dpr(;cess_or
commands H H ebugging
g % interface
I BUS
probes on
| -€
saboteurs E % TLM ports
bl HW mem e delta-cycle h
monitors

* Probes (similar to saboteurs) can be used to analyze
transmitted data

e Custom Python functions can be used to monitor the internal
status of components(called every scheduler delta cycle)
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System-level reliability analysis methodology

application architecture
source code specification

PRELIMINARY
SYSTEM
CHARACTERIZATION

EXPERIMENTAL
CAMPAIGN
SET-UP

EXPERIMENTAL

CAMPAIGN AND

RESULTS POST-
PROCESSING

dependability report
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System-level reliability analysis methodology

application architecture
source code specification

* Abinary analysis extracts a
static characterization of the
application

PRELIMINARY
SYSTEM
CHARACTERIZATION

application
source code

EXPERIMENTAL
CAMPAIGN
SET-UP

memory H params

addresses name position type location

function name

EXPERIMENTAL

CAMPAIGN AND

RESULTS POST-
PROCESSING

dependability report
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System-level reliability analysis methodology

application
source code

architecture
specification

Function Memory addresses Parameters
Name Position Type Location
main 0x1498 - 0x1640
rgb2gray Oxeal - 0xf64 inputlmg 0 char* (dim = 17,280) reg0
outputlmg 1 char* (dim = 5760) regl
width 2 unsigned reg2
height 3 unsigned reg3
edgeDetector 0xf68 - 0x12fc inputlmg 0 char* (dim = 5760) reg0
outputlmg 1 char* (dim = 5760) regl
width 2 unsigned reg2
height 3 unsigned reg3
edgeOverlapping 0x1300 - 0x1480 inputlmg 0 char* (dim = 17,280) reg0
edgelmg 1 char* (dim = 5760) regl
outputlmg 2 char* (dim = 17,280) reg2
width 3 unsigned reg3
height 4 unsigned SP + 0x0
readBitmap HW inputlmg 0 char* (dim = 17,280) reg0
width 1 unsigned regl
height 2 unsigned reg2
writeBitmap HW outputlmg 0 char* (dim = 17,280) reg0
width 1 unsigned regl
height 2 unsigned reg2

v
dependability report
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System-level reliability analysis methodology

application architecture
source code specification

* A semi-automated analysis of
components’ SystemC
specification

 Identifies injection
locations, and

e Supports the definition
of fault models

PRELIMINARY
SYSTEM
CHARACTERIZATION

EXPERIMENTAL
CAMPAIGN
SET-UP

EXPERIMENTAL

CAMPAIGN AND

RESULTS POST-
PROCESSING

dependability report
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System-level reliability analysis methodology

application architecture
source code specification

« A fault-free run is performed
to characterize the golden
execution

« At architecture level:
 Collect relevant traces

PRELIMINARY
SYSTEM
CHARACTERIZATION

EXPERIMENTAL
CAMPAIGN
SET-UP

« At application level:
Execution flow graph

EXPERIMENTAL

CAMPAIGN AND

RESULTS POST-
PROCESSING

dependability report
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System-level reliability analysis methodology

architecture
specification

application
source code

Execution flow graph

A\

licati . architecture

5 app |cat||on_stat|c static analysis
z & analysis and fault model
35 definition
S B .
S92h
w
§7¢

<

5 golden model

characterization

e "\_\
£ 5. “ >
u <2 fault list definition of the monitoring
& = 0 definition and classification strategy
25°
x
w

. execution of the fault
20 injection campaing
E <oz
omzow
=9 v
<5 o \
waso
Ly A
w o g

results post-processi ngj

\/
dependability report

(ENTER rgb2grey
AT 20760ns ON procO

PARAMS : Input

| &5160024, &5154264, ¢80, 72 image ,
(EXIT egb2grey A
AT 12223196ns ON procO

PARAMS : Input Output
| &5160024, &5154264, 80, 72 image image ,
. ‘ A
RE-ENTER main

\AT 12223374ns ON procO ,
(~ ‘ N A
ENTER edgeDetector

AT 12224206ns ON procO

PARAMS : Input

L &5154264, &5148504, 80, 72 j_mage )
e ‘ A
EXIT edgeDetector

AT 303853821ns ON procO

PARAMS : Input Output
\ &5154264, &5148504, 80, 72 jip5qe image
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System-level reliability analysis methodology

application architecture
source code specification

« Fault listis defined according
to

« The liveness analysis
on raw traces

PRELIMINARY
SYSTEM
CHARACTERIZATION

\J

EXPERIMENTAL
CAMPAIGN
SET-UP

« The function to corrupt

EXPERIMENTAL

CAMPAIGN AND

RESULTS POST-
PROCESSING

dependability report

POLITECNICO MILANO 1863



System-level reliability analysis methodology

application architecture
source code specification

 Definition of custom
architecture/application-level

__ monitoring and classification

— functionalities in C++/Python

characterization

v Y

( .
__ j architecture
application static static analysis
analysis and fault model
- definition

PRELIMINARY
SYSTEM
CHARACTERIZATION

£z & =
Z0a : L L
4 <2 fault list definition of the monitoring SYSTEMC/TLM MODEL MONITORING FACILITIES
rd = E definition and classification strategy V
Y .
< processor application-
uproc uPrOC < debugglng - level
interface interpreter
. execution of the fault E E A
2 % 7 injection campaing I 505
Z O —
43asd S probes on monitoring
<0 g v TLM ports %
fiis0 p and
&> \ e
X < 0 : , ~| classification
wog® results post-processing HW mem - delta _cycle s dul
J monitors moaule

\/
dependability report
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System-level reliability analysis methodology

application architecture
source code specification
—!  Definition of custom

and fault model
. definition

_________________ . monitoring and classification

\ 4
L . architecture . . .
i TS architecture/application-level

PRELIMINARY
SYSTEM

[ —— functionalities in C++/Python
characterization

CHARACTERIZATION

fault list definition of the monitoring _ ° Exam pl e Of CI aSS Ifl er fOr the
definition and classification strategy . . .
L_J g edge detection application
execution of the fault
injection campaing error
LA )
results post-processi nD ~
j critical data control flow exceptlon/
error error tlmeout
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EXPERIMENTAL
CAMPAIGN
SET-UP

EXPERIMENTAL

CAMPAIGN AND
RESULTS POST-
PROCESSING

dependability report



System-level reliability analysis methodology

application architecture
source code specification
v e * Pretty standard execution flow
e EEI AT of the fault injection campaign

. definition

el « “Reacher” results allow more

....................... In-depth analysis

[ fautl ] [defg,nit;on ot e mor;m;ring} + Analysis results may provide
efiniton and classification strategy X
a feedback for a refinement of

ﬁ the classification strategy
execution of the fault
injection campaing

A \

Eesults post-processi ngj
N v,

\/
dependability report
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CHARACTERIZATION

EXPERIMENTAL
CAMPAIGN
SET-UP

EXPERIMENTAL

CAMPAIGN AND
RESULTS POST-
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A case study

@
,A—d i « Reliability analysis of a
— thread-level TMRed edge

i v v
e R e detector running onto a
( edgeDItection ) ( edgeDjtection ) ( edgeDjtection ) m u I tl C O r e

,-@dgeOverlappingD @dgeOverlappin@.,l @dgeOverIappingDu‘
i I " [ §

-{ softwareVoter

-{ write_bitmap

............

""""" v y—"
bl ARM P ARM P | | ARM P fe—"
| | |
| |
| WO MEM
peripheral
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A case study

@
o)  Firstanalysis performed on

F — Y the main results
( rgb2grey ) ' ( rgb2grey ) ( rgh2grey ) . .
Pl I !+« Classification:
( edgeDetection ) ( edgeDetection ) ( edgeDetection )
| | | * No effect
* Errors
« Exception/timeout

,-@dgeOverlappingD @dgeOverlappin@\l @dgeOverIappingDu‘
/ [ " [ ;

-{ softwareVoter

write_bitmap

.............

Class Memory (%) RBO-RB1 (%) RB2-RB3 (%) Link Reg. (%) SP Reg. (%) PC Reg. (%)
R No effect 92.7 35.2 79.9 220 30.6 225
el Errors 2.0 30.2 7.7 0 14 2
Exc./T.O. 5.3 346 124 78 68 75.5
[ I I
Syl VO MEM
peripheral
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A case study

@

« Second more-accurate analysis

E ! Y performed on the application-
g « rgbzf"” )y (o, level error propagation
(edgeDetectlon) (edgeDjtectlon) (edgeDitectlon)" . Eg propagatlon Of data errors

fﬁ edgeOverIapplncD : @dqeOverlapplncD“ @dqeOverlapplncDui

Intermediate states Final states

Image Address
Error KN
H S e

&

|
|
|
[l
|
|
|
|
Errors in2 [
Correct ------ Fault Injectlon ------ Image Error  }-R o\ o peeee [ Incorrect
Threads |
|
. P ‘ !
=. i ".. E i l
] Errors in one .,
Image Size Error}t----- Thread /)7 TMR Correction I Correct

POLITECNICO MILANO 1863

Exception




A case study

@

« Second more-accurate analysis

.

performed on the application-

A__rab2grey ) ( rgb;grey )
" ' v

v
C S % level error propagation

( edgeDetection ) ( edgeDetection )

( edgeDetection )

« E.g.: propagation of PC errors

,-@dgeOverlappingD @dgeOverlappin@.‘
/ [ '-.

@dgeOverIappingDu‘E;;
|

I
Fault Injectlon in\. Errors in one ‘
Correct PC reg Jump backward Thread Incorrect

Intermediate states Final states

'

!

|

I
Jump out of 1 Exception/
the thread's -3l [ Timeout

I
code secton /e |
~~~~~~~~ |

A

" Data error in oné
Jump forward }+*---- ala erorin oney . TMR Correction }--5--- Correct
thread I
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Conclusions

The various aspects of the methodology have been presented in
three scientific papers:

 A. Miele: A fault-injection methodology for the system-level
dependability analysis of multiprocessor embedded systems. In
Journal of Microprocessors and Microsystems, Elsevier, August 2014

« G. Beltrame, C. Bolchini, A. Miele: Multi-level Fault Modeling for
Transaction-level Specifications. In Proc. of (GLSVLSI), 2009

« C. Bolchini, A. Miele, D. Sciuto: Fault Models and Injection

Strategies in System C Specifications. In Proc. of IEEE Euromicro
DSD, 2008
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Thank you...

... questions?

Contact: antonio.miele@polimi.it
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