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Battery management system (BMS)

As part of the safety critical energy storage item

Balancing-Netw e

Battery model

Chain of monitoring
& ==——, and balancing ICs

Controller with
management
software

/

J
4 attery Management Controlfer

pan

I 1 s v

[ % il e £

== 4k . B

L S o 4
BNID ATABET e~ e

1S

Driving cycle
as load current
i Tﬁiwﬂf
Current sensor—: A
7
~ Fraunhofer




Battery management system (BMS)
As part of the safety critical energy storage item
® Nominal simulation: based on driving cycle, provided by a project partner

No fault occurs

Battery cell voltages depend on SOC and load current
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Diagnostic Coverage Determination

FMEDA

B |nvestigations under Fusa aspects have to be done after functional verification

Safety Failure Mode Failure Mode can . Single Point . .
Coverage by Failure Mode Residual Failure
Failure rate [FIT] Relevance Failure Modes Distribution Dgy; Violate Safety [ Failure Rate A . Failure Rate Agpp;
. Safety Mechnism| Coverage Ky [%] ’ Rate Agg; [FIT]
Component [24] Goal Directly [FIT] ’
Quacoliage 20 X 2 SM1 B 0 0,2
Undervoltage 30 X 3 SM2 v 0 0
Battery pack 10 X Voltage changes too fast 10 X 1 SM3 0 0,01
Temperature too low 20 X 2 Sm4a 95 0 0,1
Temperature too high 20 X 2 SM4 a5 0 0,1
Open 30 X 4,5 SM5 99 0 0,045
Plug-Connector to main line 15 X Short to ground 10 X 1,5 5M5 99 0 0,015
Intermittend contact 60 X 9 SM5 99 0 0,09
Sum total [FIT] 123 Sum total [FIT] 2,2 6,085
Sum safety-relevant [FIT] 123 SPFM [%] 93,3
Sum not-safety-relevant [FIT] 0

B Safety mechanism 2: Measure battery voltage and if a drop occurs connect redundant battery
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Battery management system (BMS)
Example board net with safety critical loads

B Goal:

to main battery

Assessment of safety concepts
(e.g. supply of safety critical board net loads)
. . . to ECU
®m Switch to backup voltage in case of under Safety critcal - >
voltage
® Under-voltage condition provoked by dynamic fault injection
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Set up a fault injection scenario
Definition of the fault simulation scenario

Scenario:
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Suddenly, main battery cannot supply safety critical loads anymore
The provider defined a fault tolerant time interval

800<-3 900e-3

It has to be proven that safety mechanism is able to bring system in stability again fast enough
E.g. Check influence of fault occurrence time to this requirement
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Fault injection approach for SystemC/ SystemC AMS
Principle of the dynamical fault injection

Test

B Clear separation between DUT and description

test description

Fault

description

Fault3

Execution of a SystemC simulation
B No DUT code change
stimuli DUT (nomjnal case)
B Avoiding bugs due to insertions
of test artifacts
Fault Faultl
injection » Fault2
library .
O O C 0l0 C
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Battery management system (BMS)
Battery fault injection
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m Safety concept requires stabil power
supply for safety critical components,
e.g. ABS, Airbag, breaking system,..

temp | BATTERY
CELL

m Safety mechanism is part of the
software application

Battery Managemgnt Controller
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Diagnostic Coverage Determination
Timing limitations for DC

Prevented

hazardous event
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Diagnostic Coverage Determination
Timing limitations for DC
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Battery management system (BMS)
Fault description embedded into structured generation flow

Cutline Mu_.. 1D Tiic Status  Pri. - |Assgneels) | Panmed in nitial Esti... | Remaming ... | Created

B Automated injection flow

Safety concept specified in
requirement management tool

Requirement for fault simulation
defined

Automated source code and
testcase generation

Regression

IKEBA, ~

= [] KEB-512  Fault Injection <} Dpan  Zls00
< W B IKFH-S1 Faudt ininctinng stim fer heic Hhoeeee & Mmen TIRAA

Tromas Marksidn b Edit 4 -
My Polarion

B Open in Decment

Heme

Dashboand

Requirements

AVIEEO 2

02019101

WFN-AAD 14

. D=y
. Risks -
. Fanning FALILT ACTIVATION:
Thea faull nccurranca $ma |s calculated by usng tha exponantial distebation funchion from the statistics_ibearias and tha definktion of the mean Ema salus
g sl ‘Which fauht lncation is activated disring a cartain fault accurenca ks caloilated by wsing tha faut_location distribotion function fram $ia statissics_ibraras

Tha fauh duration comes from the hatsary call fault duration valua cefined intha global 1ast anvircnment

. Testing

Fault Injection Stimuli details

Maintenance

'

Uricgss nama: Battory hridging

Tk |%2ms Injection Tanzst Kind: Direct Target Definit =

iments & Injesction Targel(=): =i pattery pack 53120 cel 1plus 5 ballery peck BaipZi sl 1minus
“_hattary_pack_E=1a2 |_cal_? plus _nack_Ba1p2 _cail_¥ minus
i_battery, =12 cel_3.plus ac| P2 minus

%

+ M Default Space “Ezloli cel 2 plus pack Bap2 i csl dminus
A Ik E=1n2 | call_Gplus  “i_battary_pack_Ge1p2 _cail G minus
Lzl —G=lo2icel_Splus i batlery_pockfs1p2i_csl_Eminus
+ I Deveiopment
Fault Madel: gau T_ginGinG
+ I Maltenance
[eeteation Functions: starisrigfl_librras:axponantial, staristics_librgflas:fal_tocarian
+ I Flanning
+ I Reporis Mean Faull Ooumence Tame, Faulhery CellOocurrenceMeanTime
- W Reulrements Fauh Duration Time: FagfBatteryC ellDuration Time
- Index
Fault
B o @2 comments
Feasibilit
B Sludy ! Expand A\
[
¥ = K3 stimuli can used foe differ=nt investigstfns by Thomas Markwirth on 2020-11-10 1587

Specification = Evidging vollagbs ars delinesnle separalely Gfusing Uhe praparad veclol lype

/! constructor

battery_bridging_fault_injection(sc_core::sc_mogfile_name nm, params pa =farans() ) : p(pa)

// definition of fault injection targets
port.push_back("*i_battery pack 651p2.i
port.push_back("*i_battery pack 651p2

port.push_back("*i_battery pack 6s1p2.Pcell 3.plus");
port.push_back("*i_battery pack 6s1p2.i cell 4.plus”);
port.push_back("*i_battery pack 6s1p2.i cell 5.plus");

e11 1.p1us™);

port_b.push_back("*i_battery_pack 6s1p2.i_cell 1.mi
port_b.push_back("*i_battery pack 6s1p2.i cell 2.mij
port_b.push_back("*i_battery pack 6sip2.i_cell 3.minus");
port_b.push_back("*i_battery pack 6sip2.i_cell 4.minus");
pert_b.push_back("*i_battery_pack_6sip2.i_cell S.minus");

/7 vector of fault medels instances
szenariol - new fault_scenario_template<double >(std::make_pair(port, port_b), fault_injection_base::FAULT_BRIDGING);
szenariol->stat_failure time_function exponential;
szenariol->location_function fault_location;
szenariol->set_mean_fault_occurrence(  Sc_core::sc_time(5800.8, SC MS)
szenariol->set_fault_duration( sc_core::sc_tine(5800.8, SC_MS) );
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Diagnostic Coverage Determination
Monte-Carlo Simulations

Define parameter space(s) — e.g. DTTI
Inject fault at random points

M Estimate DC from ratio of faults with prevented
hazardous event to all injected faults

B Advantages:
Best efficiency for many parameter spaces
Can map whole parameter space

® Disadvantages:

Normally not sensible for one parameter
space and required accuracy

Complicated to set up compared to other
approaches

=== |njected Faults

Test Test
3 g
T T T T

t

Example: 9 randomly injected faults — low accuracy
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Diagnostic Coverage Determination
Monte-Carlo Simulations - Results
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Diagnostic Coverage Determination

FMEDA

Safety Failure Mode Failure Mode can . Single Point . .
Coverage by Failure Mode Residual Failure
Failure rate [FIT]] Relevance Failure Modes Distribution Dgy; Violate Safety | Failure Rate A . Failure Rate Agpr;
. Safety Mechnism| Coverage Kqyq; [%6] ' Rate Age; [FIT]
Component [2%] Goal Directly [FIT] '
Overvaltage 20 X 2 5M1 i & iy
Undervoltage 30 X 3 SM2 85 0 0,45
Battery pack 10 X Voltage changes too fast 10 X% 1 SM3 99 0 0,01
Temperature too low 20 X 2 SM4 95 0 0,1
Temperature too high 20 X 2 SM4 95 0 0.1
Open 30 X 4,5 SM5 99 0 0,045
Plug-Connector to main line 15 X Short to ground 10 X 15 SM5 99 0 0,015
Intermittend contact 60 i 9 SM5 99 0 0,09
Sum total [FIT] 123 Sum total [FIT] 2,2 6,535
Sum safety-relevant [FIT] 123 SPFM [%] 92,9
Sum not-safety-relevant [FIT] 1]

m Safety mechanism 2: Measure battery voltage and if a drop occurs connect redundant battery
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Diagnostic Coverage Determination
Sum up

B SystemC/ SystemC AMS is usable for a quantitative safety verification
B Could be demonstrated, that dynamic fault injection approach is very efficient for this task

B But...

No standardized interchange formats, e.g. for fault descriptions, metrics, ... ,simulation results as

e.g. FMEDA input

Mainly “own” libraries for fault injection, statistics, interfaces... used
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Copyright Permission

* A non-exclusive, irrevocable, royalty-free copyright permission is
granted by Fraunhofer IIS/EAS to use this material in developing all
future revisions and editions of the resulting draft and approved
Accellera Systems Initiative SystemC standard, and in derivative works
based on the standard.
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